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Privacy Compliance in Big Data Platforms
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Privacy Compliance in Big Data Platforms
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Privacy requirements
(e.g. GDPR, HIPAA, COPPA, data

provider’s requirements, etc.)

User data can be used only if:

* The requester has the permission
e Data is within retention period

e Datais properly anonymized
 The user doesn’t choose opt-out
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Privacy Compliance in Big Data Platforms

iy A~ User data can be used only if:
» *  The requester has the permission
w w
DI —— — e Data is within retention period
privacy requirements * Datais properl\( anr:)nymlzed
(e.g. GDPR, HIPAA, COPPA, data The user doesn’t choose opt-out
provider’s requirements, etc.)
Current practice: Problems:
Lots of manual code/data review Time-consuming
Case-by-case solution for each privacy requirement Error-prone
Only support coarse-grained data management Data fragmentation & redundancy

A more systematic solution is needed!



An Example
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A sample data processing script:

# user-defined function that constructs email reply pairs.
func build pairs(arg, ..) {.}
# dataset "emails” contains emails in different conversations.
# select conversations containing more than one email.
convs = emails.groupBy($conversationId)
.agg(count(*).alias($count),
collect list($msg).alias($msglList))
.filter($count > 1)
# construct email reply pairs

emails = emails.join(convs, on=$conversationId, "inner"
emails = emails.orderBy(%$date)
emails = emails.withColumn($replyPairs, build _pairs($msglList))

write_to_hdfs(emails)

* Sensitive information may be propagated across various datasets
* Datais transformed by complicated scripts
* Different compliance policies need to apply to all the datasets




Potential Solution: Taint Tracking

taint_source()

network_send(a)

Typical way to achieve taint tracking:

System modification

Add a taint tag field to each register/variable
* Propagate taint tags in each operator
[TaintDroid OSDI’10, LIFT MICRO’06]

out@

* The original data is tainted with a tag
* e.g.variable cis tagged as “sensitive”

* Taint tags are propagated during program execution
* e.g.aistainted aftera=b + ¢

* Privacy policies can be enforced by checking the tags
* e.g.acannot be leaked if it’s tagged as “sensitive”
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Challenges

* Privacy compliance is not a set of precise
computational rules
* The taint tags should be flexible enough to support
diverse privacy polices
* Big data platforms are complex and difficult to do
system hacking

* Runtime modification is unwanted for security and
maintainability reasons

e Static approaches usually have oversimplified
assumptions for real programs
e Data schema is difficult to infer statically

Taint flexibility
required

System modification
unwanted

Runtime information
needed



Our approach (TaintStream)

Idea: Statically rewrite the script to let it self-translate at runtime and propagate
taint tags embedded in data frames. Meanwhile, support diverse compliance
requirements with formal and flexible policy definition.



Our approach (TaintStream)

Idea: Statically rewrite the script to let it self-translate at runtime and propagate
taint tags embedded in data frames. Meanwhile, support diverse compliance
requirements with formal and flexible policy definition.

* Create a parallel element to store taint tags for each data element
v/ The tag type can be flexibly customized according to the privacy policy
* Annotate the scripts through static code instrumentation
v Program logic is changed by modifying the scripts instead of the system
 Complete translation at runtime and propagate taint tags on the fly

v/ Data schema is obtained in the dynamic context
Inspirations from source-to-source compilation approaches [JFlow POPL'99, TaintART
CCS’16], while tailored for big data processing.



Workflow of TaintStream

emails

= emails.orderBy($date)
emails = emails.withColumn($pairs,
build_pairs($msgList))
Original script
conversationid msg date
XXX “Hi, 1 am ...” 10/3
yyy “Thanks...” 12/4

Original data



Flexible support of diverse privacy management tasks

Data Retention (GDPR)

The raw data and the data inferred from
it must be deleted after a certain
retention period (e.g., three months)

Access Control (organizational)

The access to certain data should be
restricted if the requester is
unauthorized.

User Data Erasure (GDPR)

When a user requests to be forgotten,
the data collected from him/her and
generated based on it must be deleted.

Tag type: Integer T. # timestamp of the expiration date

Tag init: : Set T to the time when the data expires.

Tag merge: Minimum(Ty, T2)

Enforcement: Periodically scan the datasets and delete any
record x if the current timestamp is behind its timestamp 7.

Tag type: Set of identifiers S. # set of authorized analysts

Tag init: : Sy < the analysts with access to the raw data x.
Tag merge: Intersect(S1, S2)

Enforcement: A data record x is only visible to the analysts in
its authorized analysts set Sy.

Tag type: Set of identifiers S. # set of involved data providers
Tag init: : Sy < the provider the raw data x

Tag merge: Union(S1, S2)

Enforcement: If a user u asks to be forgotten, delete any record
x whose tag S, contains u.




Dynamic translation

ngex e Teanshaied Parse the code at runtime and recursively apply
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Demo: The datasets in TaintStream with taint tags

* Example: each taint tag is a Boolean value

UserId| Filename| DocumentTitle|
o o o o -
System Account|a5eb6988-c9ad-44b. .. |a5eb6988-c9ad-44b. .. System Account| | [System Account, ... [aSeb6988—c93d—44... [a5eb6988-c9zd-44. .. | [System Account,
System Account|a5eb6988-c9ad-44b. .. |a5eb6988-c9ad-44b. .. System Account[ | [System Account, ...| [a5eb6988-c9ad-44. [a5eb6988-c9zd-44. .. | [ System Account,
¥ §%§%|202999e7 yingying .| The upper Bound o... B &2& | [ B& [20200907-yingyin. . [The Upper Bound ... | [B BZ
= = 3 | true] | ' ] o |
| true] | |

| true] | =K : = false]|
| true] | : false]|
| true] | : false]|
| true] | . false]|
| true] |[B/BIRB 5 = false] |
| true] |[B G )z false]|
| true] |[H 5 5, false]|
| [Chengxu Yang (FA... - 5 5 false] | Chengxu
| [Chengxu Yang (FA... Z 1z Al : &= false] | Chengxu
| [Chengxu Yang| (FA... FE - &zl false]| | Chengxu
| [Chengxu Yang  (FA... =K : ¥ false]| | Chengxu
| [Chengxu Yang (FA... ZRIER. vl false]| | Chengxu
| [Chengxu Yang (FA... FE : & false] | Chengxu
|Chengxu Yang (FA ... FIRAEIEN. {2 [7] E 2R | Chengxu | [Chengxu Yang| (FA... 78 - =257 4, false]| Chengxu
| Chengxu e =)’ | : 5 | Chengxu | [Chengxu (FA...|[[E 52 ! 5, false]| Chengxu
o T T S +--—-
only showing top 20 rows only showing top 20 rows
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The output dataset of the original script The output dataset when running with TaintStream



Experiment setup

* Query scripts: 7 real-world scripts and 33 self-built scripts
e Baseline: PlanAnlyzer, PySa (SOTA static analyzers)
* Environment: 4-node cluster

* Metrics:

* precision, recall
* running time, storage overhead



Accura cy T 93.0% precision and 100% recall

Column Level Cell Level
Script Name PySa  PlanAnalyzer TaintStream TaintStream
correct/total precision  recall
Basic
orderBy_1 4/6 6/6 6/6 | 100.0% 100.0% Structured Data
orderBy 2 1/3 3/3 3/3 | 100.0% 100.0% z;g-g:-; ’ ‘2*; g g; g :; g lgg-gz 13332
:Z}Z:—; ?;g g;g g;g 128:3;‘: 183:3: struct_type_1 2/5 1/5 4/5 |  100.0% 100.0%
withColumn_1 3/3 3/3 3/3 |  100.0% 100.0% z:x:‘:}y,g:‘i . . N e o
withColumn_2 3/5 5/5 5/5 100.0% 100.0% — UDF
withColumn_3 3/3 3/3 313 100.0% 100.0% udf 1 1/4 4/4 4/4 100.0% 100.0%
GroupBy udf 2 1/1 1/1 1/1 | 100.0% 100.0%
count_1 1/3 3/3 3/3 100.0% 100.0% udf_3 0/1 0/1 0/1 0.0% 100.0%
count_2 2/3 3/3 3/3 100.0% 100.0% class_udf_1 2/2 2/2 2/2 100.0% 100.0%
count_3 2/5 5/5 5/5 100.0% 100.0% class_udf_z 1/1 1/1 1/1 100.0% 100.0%
count_4 2/4 4/4 44 | 100.0% 100.0% MigpiRedvce
statistics_1 4/5 5/5 5/5 | 100.0% 100.0% map_reduce_1 0/ 0/2 2/z | 100.0% 100.0%
L map_reduce_2 1/4 0/4 4/4 100.0% 100.0%
statistics_2 3/5 5./ 5 5/5 100.0% 100.0% mapredlice. s 14 0/4 4/4 160107, 10005
Join map_reduce 4 * 1/4 0/4 1/4 21.9% 100.0%
inner_join_1 2/4 4/4 4/4 100.0%  100.0% Summary 69/125 103/125 118/125 93.0% 100.0%
inner_join_2 3/5 5/5 5/5 100.0% 100.0%
inner_join_3 2/5 5/5 515 100.0% 100.0%
left_join 3/5 5/5 5/5 100.0% 100.0%
right_join 3/5 5/5 5/5 100.0% 100.0%
outer_join 3/5 5/5 5/5 100.0% 100.0%




System Overhead

601 &4 Original
XA TaintStream ~
% o ~ > Z Script Name Original Output Size (Byte) Tag Size Overhead
= - % / X email tokenizer 2,697,017 19,952x 0.74%
= / ) 7 S never replied emails 246,129  5,000x 2.03%
= / / 7 top name 16,229  153x 0.94%
= / / / action provider 32,073 636x 1.98%
:C, 20 1 / / / email provider 10,246,702  44,275x 0.43%
o // / / Ve / %o data statistics 633 25x 3.95%
10 / / % % 7 / extract documents 1,097 48x 4.38%
| i U Ui Uil Uk U
\@6\1’@‘ 696\0\\ (\fo“\e oﬂ\be‘ ‘O\x@e‘ 0,-\\9"\\06
ORI S ST N VS N
* oe\\"p o N

Q" 12.7% running time overhead Q" 2.06% storage overhead



Take Away

* Light-weight fine-grained taint tracking for big data platforms
* Various privacy management tasks with little overhead
* With no changes to the system and developers

Data and framework:
https://github.com/PrivacyStreams/TaintStream
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